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1. Introduction

1.1. Background

As part of technological modernization and to support remote work and study, the institution
provides a Virtual Private Network (VPN) that enables secure, encrypted access to internal digital
resources from any external location. This service is essential to ensure that students and staff
can access tools, documentation, and other services restricted to the school network, ensuring
continuity of academic and administrative activities with the same reliability and security as on-
campus access.

1.2. Objectives

The main purpose of this manual is to guide users through the installation, configuration, and
use of the OpenVPN software on their personal or work devices. By following the steps described
in the next sections, users should be able to independently configure the institutional certificate
and establish a secure connection to the internal network.
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2. OpenVPN Installation

2.1. Application download

Access the link below to download the application: Access link

2.2.Installation

Run the downloaded file by double-clicking the file corresponding to Figure 1.

© b + ©
Descargas Limpar
e
. openvpn-connect-3.4.5.4682_signed.dmg
il 208.6 MB Y

Figure 1

When starting the installation, choose which version of the software to install (Figure 2),
according to your device's hardware.

To confirm the installed hardware, you can:

e Click the (Apple) menu in the top-left corner

e Click About This Mac

e Inthe window that opens, look for the Processor or Chip line:
o Ifit shows Chip: Apple M1/ M2 / M3... > Apple Silicon
o If it shows Processor: Intel Core i5/ i7... = Intel

ooe ? OpenVPN Connect

Please choose installer for your
device/operation system:

OpenVPN_Connect_3_4_5( OpenVPN_Connect_3_4_5(
4682)_x86_..ler_signed.pkg 4682)_arm6...er_signed.pkg
Mac with Intel processor Mac with Apple Silicon chip
intel. @. Silicon
Figure 2
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After selecting the version to install, the "Introduction"” and "License" windows will follow, click
"Continue" in each.

When you click "Continue" in the license window, a confirmation window will be displayed
(Figure 3); click "Agree" (Aceitar).

Para continuar a instalagdo, tem de aceitar os termos do contrato de
licenga de software.

Clique em Aceitar para continuar ou em Nao aceitar para cancelar a
instalagdo e sair do Instalador.

Ler licenga Nao aceitar Aceitar

T T X T

Figure 3

Next, in the "Installation Type" window, click "Install" as shown in Figure 4.

[5) ¥ Instalar OpenVPN Connect
Instalagdo padrio em =

Introdugio Espago ocupado no computador por este software: 259.1 MB
Licenga Clique em Instalar para efetuar uma instalagdo padrio deste
software para todos os utilizadores deste computador. Todos
os utilizadores deste computador terdo acesso a este

® Tipo de instalagio software.

Selecio de destino

Figure 4

After these steps, the OpenVPN application installation will be complete, and you will then need
to configure the certificate.
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3. Certificate Configuration

3.1. Downloading the certificate

The certificate is available online on the ESEUC page at the link below:
Access link

Download the certificate indicated in Figure 5.

Windows

Installation manual - Download

Installation Windows 10,/2016/201% - Download
Installation Windows 7/8/8.1 - Download
Installation Windows Vista 64bit - Download

Installation Windows Vista 32bit - Download

Mac 05
Installation manual - Download

Mac 05 Installation - Download

Figure 5

3.2. Importing/configuring the certificate

After downloading the certificate, it must be imported. To do so, open the OpenVPN application
installed in section 2.

Ao abrir ird ser apresentada a mensagem apresentada na figura 6 na qual devera clicar na opgao
“Concordo”.
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OpenVPN Inc. Data Collection, Use
And Retention

OpenVPN Inc. presents our updated
policies to transparently show how we
collect, use, or retain your data. By clearly
and openly presenting the terms of our
policies we hope to maintain the trust and
confidence of all our valued customers. Our
priority is to educate and make it easy for
customers to understand what data we
collect, why we collect it, and how we use

APP DATA USAGE

OpenVPN Connect is used to create VPN
tunnels that connect to Access Servers,
Community OpenVPN Servers, and any

Figure 6

When you open it, the message shown in Figure 6 will appear; click the "l Agree" option.

OpenVPN Connect

Profiles

DISCONNECTED

Figure 7
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After this step, you will be asked to select the certificate you just downloaded. Once selected,
you will be prompted for your credentials: the username and password for your institutional
account. (The username is the initial part of your email address without the domain, i.e., without
@ese.uc.pt or @student.uc.pt).

Then click "Connect" and the connection will be established, as shown in Figure 8.

OpenVPN Connect

[ ]
—

Profiles

CONNECTED

s OpenVPN Profile
vpn.esenfc.pt [EEEFe T B-d]

CONNECTION STATS

0B/s

BYTES IN BYTES OUT
19.37 KB/S 6.93 KB/S

ET RE D
4 sec ago

Figure 8
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4. Using the VPN

4.1. Connecting to the VPN

To connect to the VPN, you must first complete the steps indicated in the previous sections.

Once those steps are completed, simply open the OpenVPN application and click the option
indicated in Figure 9.

OpenVPN Connect

°
—3 Profiles 1=k

DISCONNECTED

@ OpenVPN Profile 'S
vpn.esenfc.pt [FEENEE-47] %

Figure 9
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4.2. Disconnecting from the VPN

To disconnect from the VPN, open the OpenVPN application and click the option indicated in
Figure 10.

OpenVPN Connect

Profiles

CONNECTED

OpenVPN Profile
vpn.esenfc.pt [FEEFT

CONNECTION STATS

18.9

A

0B/s

BYTES IN BYTES OUT
19.37 KB/S 6.93 KB/S

DURATION T RECEIVE
4 sec ago

Figure 10
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