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O presente documento pretende ser um guia orientador para a configuracao da rede sem fios
“eduroam” através de um exemplo representativo dos passos necessarios para a configuracao
do método de autenticagdo para o sistema operativo Windows 7.

(versdo Portugués/Inglés).

1. Abra as ligacdes de rede a partir da sequéncia de botdes:
Menu Iniciar | Painel de controlo | Centro de rede e partilha
Start Button | Control Panel | Network and Sharing Center

__ T - =

{_J.) i3 » Control Panel » All Control Paneltems » Network and Sharing Center ~ | 43 l[ Search Control Pane
Control Panel Home - s - - 1
View your basic network information and set up connections
Manage wireless networks Ay A g See full map
s -
Change adapter settings ’
e i e Multiple networks Internet
Change advanced sharing (This computer)
settings
View your active networks Connect or disconnect
t —b 2 Accesstype:  Internet
¥ Domain network Connections: § Local Area Connection
Accesstype:  No network access
§ Unidentified network Connections: § VMware Network Adapter
Eablicustivork @ VMware Network Adapter
VMnet3

2. Execute a operacdo - Gerir redes sem fios (Manage Wireless Networks)

[E=E )
- I
@_Oyj ]« Network.._» Manage Wircess Networks « [ 43 [ Seorch Manage Wiretess X )
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
Add | Adapter properties  Profiletypes  Network and Sharing Center @

0 items

L

3. Execute a operagdo - Adicionar (Add)e sera apresentada seguinte caixa de didlogo

) e |

(o) o ;
(o Manually connect to a wireless network

How do you want to add a network? |

AL« Manually create a network profile

“®. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

A Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

'
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4. Execute a opgdo - Ligar manualmente a uma rede sem fios (Manually create a network

profile) e efetue a configuracdo da ligacdo conforme apresentado a seguir:

[E=
@ atll Manually connect to a wireless network

Enter information for the wireless network you want to add
Network name: eduroam
Security type:
Encryption type: AES
Security Key: Hid

[¥] Start this connection automatically

[} Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.
Cm=)

- Introduza no campo - Nome de rede (SSID)
(Network name (SSID)), o valor eduroam.

- Selecione em Tipo de Segurancga (Security
type) a opcao: WPA2-Enterprise

- Na opgao Tipo de Encriptacdo de dados
(Encryption Type) e selecione a opc¢do AES.

5. Pressione o botdo Seguinte (Next) e serd efetuado o registo da nova configuracao.

6. Pressione a opc¢do - Alterar definiges de ligagdao (Change connection Settings) para

configurar os parametros de seguranca da nova ligacao

21! Manually connect to a wireless network
s Y

Successfully added eduroam

< Change connection settings
Open the connection properties so that I can change the settings.

7. Na caixa apresentada, no separador Liga¢do (Connection) selecione as primeiras duas

opgoes:

eduroam Wireless Network properties g&

|
| | Connection | Security

Name: eduroam
S5I0: eduroam
Network Type: Access pant

Network Avaiabiity:  Me only

V! Connect automatcaly when this network is in range;
7] Commect to 2 more preferred natwork  avalsble

Connect aven if the matwerk is not broadcastng
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8. No separador Seguranga (Security), confirme que esta selecionado o método de
autenticacdo EAP protegido (PEAP) (Protected EAP (PEAP)).

9. Aopcao - Informagbes de utilizador na cache para ligagOes futuras a rede (Cache user
information for subsequent connections to this network) permite que sejam gravadas as
suas credenciais de autentica¢do no seu sistema de forma a que nao tenha a necessidade
de introduzir o seu username/password sempre que seja necessario ligar-se a rede que

estd a configurar (eduroam).

eduroam Wireless Network properties -3
Connection | Security
ssartytpe:  (WPAZENterprise - | <]
Enypontype:  [AAES -

Choose a network authentication method:
Protected EAP (PEAP) v [ settgs... |

7 Cache user informabon for subsequent connections
to this network

10. No caixa de propriedades do EAP protegido(PEAP) (Protected EAP(PEAP)), agora
apresentado, deverd desligar a opc¢do - Validar certificado do servidor (Validate server
certificate), confirmar o modo de autenticacdo Protegido por palavra-passe (EAP-
MSCHAP v2) (Secured password) (EAP-MSCHAP v2).

11. Apés a verificacdo destes dados, pressione o botao Configurar (Configure) para o proximo

passo.

Protected EAP Properties ==

When connecting:

[ z
[ Class 3 Public Primary Certification Authority
[] comMODO Certification Authority
[] Entrust.net Secure Server Certification Authority
[7] Equifax Secure Certificate Authority
"] Equifax Secure Global eBusiness CA-1
| eu -
m »

Select Authentication Method:

[secured password (EAP-MSCHAP v2) v [ configure... |

7| Enable Fast Reconnect
| Enable Quarantine checks
] Disconnect if server does not present cryptobinding TLV I

o) Com
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12. A janela de propriedades EAP-MSCHAP v2, agora apresentada devera desligar a opgao -
Utilizar automaticamente o nome de inicio de sessdo e a palavra-passe do Windows (e

dominio se existente) (Automatically use my Windows logon name and password)

(S

[ EAP MSCHAPV2 Properties

When connecting:

DfALnomaﬁcally use my Windows logon name and ;
password (and domain i any).

[ ok ][ Cancel |

== ==

13. Complete os ultimos passos da configuracdo pressionando o botdao OK

14. De volta a janela anterior, execute a opgao - Ligar a... (Connect to)

=)

Manually connect to a wireless network

) o

Successfully added eduroam

2 Connect to..
Open the *Connect to a netwerk” dialog so 1 can connect.

>
Open the connection properties so that 1 can change the settings.

[ Close | ‘

15. De seguida ira aparecer no canto inferior direito a mensagem seguinte:

50 abaiko, 11 I
A0k Sdo necessarias informacées adicionais para ligar eduroam.  *
¥ Clique para fornecer informagdes adicionais.

¥ E = E W At

16. Cligue em cima e aparecera a seguinte caixa onde devera introduzir as suas credenciais.

™
Seguranga do Windows —— ﬁ
Autenticacdo de Rede
Intreduzir as credenciais de utilizador
| 4 ‘ so@esenfc.pt |
‘ [eeees |
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