Configuragdo para Windows 7

O exemplo de configuracdo representa os passos necessarios para a configuracdo do método de
autenticacdo para o sistema operativo Windows 7 (versdo Portugués/Inglés).

1) Abrir as liga¢Oes de rede a partir da sequéncia de botdes:

Iniciar - Painel de controlo - Centro de rede e partilha / Start Button - Control Panel - Network
and Sharing Center

‘ . vlﬂ » Control Panel » All Control Panel tems » Network and Sharing Center
N 2ot : R

o/

Control Panel Home . . ~ - -
View your basic network information and set up connections

Manage wirel = &“. G. a See full map
g .

ehange adapter settings i 4 Multiple n;tworks Internet
Change advanced sharing (This computer)
sctungs View your active networks Connect or disconnect
@ 2 Access type: Internet
Domain network Connections: § Local Area Connection
Access type: No network access
Unidentified network Connections: § VMware Network Adapter
Public network Vet
@ VMware Network Adapter
VMnet8

2) Execute a operacdo Gerir redes sem fios /Manage Wireless Networks"

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add = Adapter properties  Profile types  Network and Sharing Center @

0 items

Lo

3) Execute a operacdo Adicionar / Add e serd apresentada seguinte caixa de didlogo:

r —_—
- —— —— — =

U «tll Manually connect to a wireless network

How do you want to add a network?

MGk Manually create a network profile
"% This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

A Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




4) Execute a opg¢do Ligar manualmente a uma rede sem fios /Manually create a network profile e
efetue a configuracdo da ligacdo conforme apresentado a seguir:

=l ntroduza no campo " Nome
@ 2! Manually connect to a wireless network de rede (SSI D) _||/|| Network
n
Enter information for the wireless network you want to add name (SSID) o valor
eduroam.
Network name: edurcam
Security type: [WPAS Enterprise - - Seleccione em "Tipo de
Encryption type: [AES v] segu ra nga”/“security type" d
Security Key: Ei Gharaclirs opg¢ao: WPA2 - Enterprise.

[¥/] Start this connection automatically

~
[7] Connect even if the network is not broadcasting - Na Op(}aO T|p0 de
Warning: If you select this option, your computer's privacy might be at risk. Encriptacdo de dados" /
"Encryption Type" seleccione
a opgao AES.

5) Pressione o botdo Seguinte / Next e serd efetuado o registo da nova configuracdo.

6) Pressione Alterar defini¢des de ligagdo / Change connection Settings para configurar os

parametros de seguranca da nova ligacdo

Successfully added eduroam I

< Change connection settings
Open the connection properties so that I can change the settings.

7) Na caixa apresentada, no separador Ligagdo / Connection selecione as primeiras duas opgdes:

eduroam Wireless Network properties é

Connection | security |

Nave: eduroam
S5I0: eduroam
MNetwork Type: Access pant

Network Avaiabiity:  Me only

[V Connect to 2 more preferred natwork f avalable
[ Connect even if the natwork is not broadeasting




No separador Seguranga / "Security", confirme que esta seleccionado o método de autenticacdo
"EAP protegido (PEAP)" / "Protected EAP (PEAP)".

A opcdo Informagdes de utilizador na cache para ligagées futuras a rede / "Cache user
information for subsequent connections to this network" permite que sejam gravadas as suas
credenciais de autenticacdo no seu sistema de forma a que ndo tenha a necessidade de introduzir
0 seu username/password sempre que seja necessario ligar-se a rede que estd a configurar
(eduroam).

eduroam Wireless Network properties g

[ Connection | Securty |

Seauity type: [WPAZ—Eﬁt’éfﬁﬁ's’é ke

Encrypbion type: (AES -

Chgose a network authentication meshed;

| Protected EAP (PEAP) v | settngs...
7 Cache user information for subsequent connections
= to this network
oK || cancel

8) No caixa de propriedades do EAP protegido(PEAP) / "Protected EAP(PEAP)", agora
apresentado, deverad desligar a opg¢do "Validar certificado do servidor" / "Validate server
certificate", confirmar o modo de autenticacdo "Protegido por palavra-passe (EAP-MSCHAP
v2)" / "Secured password (EAP-MSCHAP v2)".

Apods a verificacdo destes dados, pressione o botdo Configurar / Configure para o préximo

passo.

Protected EAP Properties Lﬁ

When connecting:

0 A

[7] Class 3 Public Primary Certification Authority |

[7] comMoDO Certification Authority
[] Entrust.net Secure Server Certification Authority
[ Equifax Secure Certificate Authority

[ Equifax Secure Global eBusiness CA-1

e :

Select Authentication Method:

Secured password (EAP-MSCHAP v2) V] [ Configure... ]

[]Enable Fast Reconnect
["]Enable Quarantine checks
[] Disconnect if server does not present cryptobinding TLV I

[ OK H Cancel ]




9) Na janela de propriedades "EAP-MSCHAP v2", agora apresentada devera desligar a opc¢do
"Utilizar automaticamente o nome de inicio de sessdo e a palavra-passe do Windows (e
dominio se existente)" / "Automatically use my Windows logon name and password (and
domain if any)".

EAP MSCHAPY2 Properties (|

When connecting:

A Automatically use my Windows logon name and
assword (and domain if any).

ok J [ Concel |

10) Complete os ultimos passos da configuragdo pressionando o botdo OK

11) De volta a janela anterior, execute a opc¢do Ligar a... / "Connect to..."

=k
) ! Manually connect to a wireless network
Successfully added eduroam
2 Connect to..
Open the "Connect to a network” dialog so ] can connect.
* (Chang: L etting
Open the connection properties so that I can change the settings.
[ Cloze ]

12) De seguida ird aparecer no canto inferior direito a mensagem seguinte:

otSo abaixo. (L) | B

Ak S&o necessérias informacdes adicionais para ligar eduroam. * *
"= Clique para fornecer informagdes adicionais.

¥EEEY R

Cliqgue em cima e aparecera a seguinte caixa onde devera introduzir as suas credenciais.

r ™y
Seguranga do Windows E-—— g

Autenticagdo de Rede
Introduzir as credenciais de utilizador

e

|
L = 2




